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A improved spam filtering model based on vaccine mechanism

JIANG Ya-ping', TIAN Yue-xia' , MEI Xiao!,LU Lin?
(1. School of Computer and Communication Engineering, Zhengzhou University of Light Industry, Zhengzhou 450001, China;
2. The Center of Financial Information of Anhui Province, Hefei 230061, China)

Abstract; For the traditional spam filtering method could not effective prevent new spam
problem, referenced to the concept of the vaccine in biological immune system and immune
memory function, proposed a spam filtering model based on the mechanism of the vaccine.
The model described the evolution of spam detector and the process of antigen presentation,
the extraction and vaccination vaccine was achieved by vaccine controller, new generation of
immune memory cells as a vaccine information interaction, sharing antibodies; and the
introduction of immune memory niche and the sharing mechanism, increased the detector
diversity and stability, promoted the preservation of the excellent individual of the original
antibody immune memory library and the library, effectively extract and memory unknown
and variation characteristics of the spam. Using CCERT mail sample set for training and
testing the model, simulation results show that the models effectively improve the accuracy,
the recall rate and other characteristics of spam, reducing the rate of false spam,
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Fig. 1 Structure chart of model
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Fig. 3 Precision and recall comparison chart
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